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Abst rac t - - In  this work, an easy method of computing the exact number of runs of ones and zeros 
in the sequence obtained from LFSR-based nonlinear generators has been developed. The procedure is
based on the decomposition ofthe generating function in global minterms. If the obtained results are 
not in the expected range, then the sequence generator must be rejected for cryptographic purposes. 
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1. INTRODUCTION 
Generators based on linear feedback shift registers (LFSRs) [1], either nonlinear filters or combina- 
tion generators, are very common devices to generate pseudorandom sequences in symmetric-key 
cryptography. Desirable properties of LFSR-based generators can be enumerated as follows: 
(1) large period, 
(2) large linear complexity, 
(3) good statistical properties. 
In the specialized literature, there are well-known proposals [2-4] for which Conditions (1) and (2) 
above are perfectly satisfied. Nevertheless, the features concerning ood statistics in the resulting 
sequences remain very vague. An adequate distribution of ones and zeros in the output sequence is
a necessary (although not sufficient) condition that every pseudorandom sequence generator must 
satisfy. A good distribution of binary digits along the sequence means that different m-grams 
occur with the right probability [5]. Due to the long period of the generated sequence, it is 
unfeasible to produce an entire cycle of such a sequence and then analyze its distribution of 
ones and zeros. Therefore, in practice, portions of the output sequence are chosen randomly 
and different ests (run test, poker test, or serial test [2]) are applied to all these subsequences. 
However, passing the previous tests merely provides probabilistic evidence that the generator 
produces a sequence with an adequate distribution of digits. In this note, a deterministic method 
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of computing the exact number of runs of different lengths in one period of the output sequence 
is proposed. If the computed values are not in the expected range (Golomb's postulates [1]), 
then the generator must be rejected. The procedure here presented can be applied to nonlinear 
generators in a range of cryptographic nterest. An illustrative xample completes the work. 
2. THEORETICAL  BACKGROUND AND BASIC  NOTATION 
Any L-variable Boolean function can be expressed canonically in terms of its minterms [6], that 
is logic products of the L variables (al, a2 , . . . ,  aL) where each variable can be in its true or com- 
plementary form. On the other hand, any L-variable Boolean function can be uniquely expressed 
in algebraic normal form (A.N.F.) or Muller expansion [7] by means of the sum exclusive-OR of 
logic products of different orders in the L variables. 
In a binary sequence, a run of ones (zeros) of length k is defined as a succession of k ones 
(zeros) consecutively ocated between two zeros (ones). The runs of ones are called blocks while 
the runs of zeros are called gaps. In a pseudorandom binary sequence of period T, there must 
be T/2  runs corresponding to the following lengths [1,5]: half the runs must have length 1, one 
quarter of the runs length 2, one eighth of the runs length 3, . . . ,  and so forth. Moreover, half 
the runs of any length must be gaps, the other half blocks. 
A binary LFSR is an electronic device with L memory cells (stages), shifting to the ad- 
jacent stage and linear feedback [1]. The output sequence of a maximal length-LFSR is a 
PN-sequence [1,3], and in the sequel only maximal ength-LFSRs will be considered. In math- 
ematical terms, an LFSR-based generator is an L-variable nonlinear Boolean function, F : 
GF(2) L ~ GF(2), whose L input-variables are the stages of the LFSRs. At each clock pulse, 
the LFSRs generate new stage contents that will be the new input-variables of F. In this way, 
the generator produces the successive bits of the output sequence or generated 'sequence. An 
LFSR-based generator is just a nonlinear Boolean function F given in its A.N.F. 
Let A be an arbitrary LFSR of length LA and let ai (i ---- 1 , . . . ,  LA) denote the binary content of 
the ith LFSR stage. A minterm of LA variables is denoted by, e.g., Ai...# whether such a minterm 
includes the variables ai . . .a# in their true form while the rest of them are in complementary 
form. Let us see for a simple LFSR the form and order of appearance of its corresponding 
minterms. 
EXAMPLE 1. For an LFSR of L = 3 stages and characteristic polynomial P(x)  = x 3 + x + 1 (or 
linear recurrence relationship a4 = a2 @ al), we have 
ala2a3, ala2a3, ala2a3, a la2a3,  a la2a3,  a la2a3,  a la2a3.  
The cyclic succession of minterms is determined by increasing the indexes in the previous minterm 
by 1 and applying the linear recurrence relationship. Indeed, al a2 a3 -~ a2 a3 a4 ---- a2 a3(a2 @ 
al) : al a2 a3; al a2 a3 ---+ a2 a3 a4 ---- a2 a3 (a2 • al) : ala2 a3 ' ' '  and so forth. Thus, the ordered 
minterm succession is A123, A23, A13, A2, A3, A1, A12. 
Let us now generalize the previous statements to more than one LFSR. Let A, B , . . . ,  Z be 
the Nz LFSRs included in a combination generator whose lengths are, respectively, LA, LB, 
• . . ,  Lz  (supposed (L~,Lj) = 1, i ¢ j). We denote by a~ (i -- 1 , . . . , LA) ,  b# (j = 1 , . . . , LB) , . . . ,  
Zk (k -:-- 1, . . . ,  Lz)  their corresponding stages. The global minterms associated with the generator 
have now L = LAZrLB-~ • • "-~nz variables and are of the form, e.g., Aij Bpqr • " " Zs, that is to say, 
the ordered product of the individual minterms of each LFSR. Every global minterm considered 
as a generator applied to the stages of the LFSRs generates a canonical sequence with a unique 1 
and period T -- (2 LA - 1)(2 LB - 1) . . .  (2 nz - 1) [3]. Any nonlinear combining function F can 
be uniquely expressed as the sum of its global minterms as well as each global minterm provides 
the output sequence with a unique 1. 
Finally, the dual function of F, notated ~F, is introduced. Let A L be the set of all the Boolean 
functions of L variables in its A.N.F. Given F, the dual function ~F : AL ~ AL substitutes 
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every term of F by its corresponding minterm. Moreover, ~F o (I'F = F (see [8]), where the 
symbol o denotes composition. Indeed, for a nonlinear function in A.N.F., e.g., F(al, a2, a3) = 
al a3 • a2 a3 0 a2 in Example 1, we have 
~F = A13 G A23 • A2 = al as a3 • al a2 @ al a3 • a2, 
F = ~F o ~F = An3 ®A12 @ A13 @A2. 
Thus, the composition of ~F allows one to express F in terms of its global minterms. The number 
minterms in the representation f F equals the number of ones in the output sequence while the 
contiguity of such minterms determines its run distribution. 
3. RUN DISTRIBUT ION IN THE OUTPUT SEQUENCE 
The computation of runs in the output sequence is based on the following result. 
PROPOSITION 1. Let us consider the ordered minterm succession of a maximal length-LFSR of 
length L. If the minterms including an arbitrary index i are replaced by 1 and the minterms not 
including the index i are replaced by O, then the resulting binary sequence is the PN-sequence 
generated by the LFSR. 
PROOF. The result follows directly from the fact that, according to the formation rule of the 
minterm succession above seen, every binary variable ai, ai in such a succession satisfies the linear 
recurrence relationship of the LFSR. 
Since the minterm succession can be converted into a PN-sequence, the presence of each 
possible n-gram (n < L) is perfectly quantified. In fact, every n-gram appears exactly 2 L-n 
times (except for the L-gram 00-. .  0 that is excluded). Based on this fact, the computation of 
runs in the output sequence can be carried out as is shown in the following simple but illustrative 
example. 
EXAMPLE 2. For two LFSRs, A and B, of lengths LA and LB, respectively, (LA < LB) and 
generating function, e.g., F = albl, we proceed 
~F = AlP1 = (al Oala2 • "" Oala2.. "aLA) (bl ®bib2 @'"  @bib2" "bLB), 
F = AlP1 ® A IBn  ® ... @ A1B12...LB 0 . . .  G A]2...LA B12...LB. 
Note that the minterm expansion of F includes only products of individuM minterms with the 
index 1. Let us now introduce the following notation: Y denotes an arbitrary minterm of A or B 
including the index 1 while N denotes and arbitrary minterm of A or B not including the index 1. 
In addition, SecA (respectively, SecB) denotes the ordered succession of minterms of A (respec- 
tively, B) in format Y/N.  It is clear that the presence of a 1 in the output sequence corresponds 
to a minterm product YY  while the presence of a 0 in the output sequence corresponds to the 
minterm products YN, NY, NN.  See the formation rule in Table 1. 
Table 1. Formation rule. 
SecB Y N Y N 
SecA Y Y N N 
Bit in output seq. 1 ' 0 0 0 
3.1. Number  o f  Runs  of  Length  n 
Now, we can compute the number of runs of length n (n = 1 , . . . ,  LA -- 2) in the previous 
nonlinear generator F. 
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Table 2. 
SecB : 
SecA : 
Configur. No. Configur. 
N Y . . .  Y N 2 LB-(n+2) 
Y y . . .  Y Y 2La-(n+ 2) 
Table 3. 
Configur. No. Configur. 
* Y . . .  Y N 2 LB- (n+I )  
N Y . . .  Y Y 2 LA-(n+2) 
Table 4. 
Configur. No. Configur. 
N Y . . .  Y • 2 L /~-(n+l)  
Y Y . . .  Y N 2 LA-(n-k2) 
Table 5. 
Configur. No. Configur. 
, y . . .  y * 2LB -n  
N Y . . .  Y N 2 LA-(n+2) 
SecB : 
SecA : 
SecB : 
SecA : 
SecB : 
SecA : 
Blocks: They are runs of the form 0 1 .-- 1 0 coming out from minterm structures 
SecB : * Y . . .  Y* ,  
SecA : * Y . . .  Y* ,  
with n minterms Y in both sequences. The symbol • denotes Y or N. The different configurations 
able to generate a block of length n and their number are depicted in Tables 2-5. 
Thus, the number of blocks of length n will be the sum of all the possible configurations, that 
is~ 
N B : (2 Lu-(n+2) + 2-2  LB- (n+I )  + 2 LB-n)  2 LA-(n+2).  (1) 
Gaps: They are runs of the form 1 0. • • 0 1 coming out from minterm structures 
SeeB:Y  * . . . *  Y, 
SeeA:Y  * . . . *  ]i, 
with n symbols * in both sequences. There will be 2 n different configurations of SecA able to 
generate agapof length  n ranging from Y N ... N Y up to Y Y -.. Y Y. Some of such 
configurations and their number axe depicted in Tables 6-9. 
Table 6. 
SecB : 
SecA : 
Configur. No. Configur. 
Y , . . . ,  Y 2LB -2 
Y N . . .  N Y 2LA--(n+2) 
Table 7. 
Configur. No. Configur. 
Y N . . .  NY  2 LB-(n÷2) 
Y Y . . .  YY  2LA--(n-P2) 
SecB : 
SecA : 
Nonlinear Binary Generators 
Table 8. 
1431 
J 
SecB : 
SecA : 
Configur. No. Configur. 
Y . . . .  * N Y 2 LB-3 
Y N . . .  N Y Y 2 LA-(n+2) 
Table 9. 
Configur. No. Configur. 
SecB : Y N-. .  N * ]I 2LB-(n+l) 
SecA : Y Y . . .  Y NY  2 LA-(n+2) 
Thus, the number of gaps of length n will be the sum of all the possible configurations 
(2) 
Therefore, the number of runs of any length up to LA -- 2 can be easily computed in the 
proposed example. The upper limit LA -- 2, LA being the shortest length of the involved LFSRs, 
follows from the fact that blocks and gaps of length n include n + 2 bits. In cryptographic 
applications LA, LB are ~ 64. Therefore, the designer is not interested in runs of length > 62 
but in those of low length (e.g., up to length 10). 
It  can be seen that the analyzed function F does not fit the expected values. Indeed, for a 
numerical example LA = 7, LB = 8 the computation of runs is depicted in Table 10. For n -- 1, 
Ns > NG. For n = 2, both values coincide as equation (1) equals equation (2). For n > 3, 
NB < NG since in this case the number of terms in (2) is greater than in (1). As expected, there 
are more gaps than blocks because the formation rule in Table 1 is not balanced. 
TabM i0. 
No. of Blocks No. of Gaps 
4608 1536 
1152 1152 
288 864 
72 648 
18 486 
Remark that the number of runs depends only on the lengths of the LFSRs but not on their 
characteristic polynomials. Consequently, different LFSRs of the same length will produce output 
sequences with the same number of blocks and gaps. 
This procedure to compute the run distribution can be generalized to any generating function 
involving more LFSRs and more terms than the function presented in the previous example. In 
fact, it suffices to apply the same procedure to the different component terms. The generalization 
to more LFSRs is quite immediate 
4. CONCLUSIONS 
An easy method  of comput ing  the number  of ones and  zeros as well as the run distribution in 
the output  sequence of LFSR-based  generators has been developed. The  procedure allows one 
to reject the generators not satisfying expected values of run distribution goodness. The  method  
described here can be applied to nonlinear generators in a range of cryptographic application. 
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